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• Cybersecurity
• Privacy Enhancing Technologies
• Privacy and Ethical Issues in AI
• Data-Driven measurements of 

“interesting” issues on the Web
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Privacy in Computer Science

Mostly defined as a set of information security properties…

Confidentiality: keeping a user’s data secret 

Control: giving control to the individual about the use of their personal 
information  

Self-actualization: allowing the individual to use their information 
environment to further their own aims
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Taxonomy of Privacy Harms

Solove, Daniel J. "A taxonomy of privacy." University of Pennsylvania Law Review (2006): 477-564. �4
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Two families of privacy technologies

Soft Privacy Technologies

Focus on compliance and “internal 
controls”
Assumption: a third party is entrusted 
with the user data
Threat model: third party is trusted to 
process user data according to user 
wishes
E.g.: Tunnel encryption (SSL/TLS)
“Keeping honest services safe from 
insiders / employees”

Hard Privacy Technologies

Stronger focus on data minimization
Assumption: there exists no single 
third party that may be trusted with 
user data
Threat model: a service is in the hands of 
the adversary; may be coerced; may be 
hacked.
k-out-of-n honest third parties
E.g., Tor
May relay on service integrity if auditing is 
possible

George Danezis. Introduction to Privacy Technologies. 2018



A Case Study: Genomic Testing
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From: James Bannon, ARK �8



From: The Economist
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How to read the genome?

Genotyping
Testing for genetic 

differences using a set 
of markers

Sequencing
Determining the full 

nucleotide order of an 
organism’s genome 
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But… not all data is 
created equal!
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Health Data Hacking

Anthem: one of US largest health  
insurers
60 to 80 million unencrypted records stolen in the hack (revealed in 
February 2015)
Social security numbers, birthdays, addresses, email and 
employment information and income data for customers and 
employees, including its own chief executive
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Around 2 declared breaches per week, each affecting 500+ people

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf



De-Anonymization

Melissa Gymrek et al. “Identifying Personal Genomes by 
Surname Inference.” Science Vol. 339, No. 6117, 2013 �19



Aggregation

Re-identification of aggregated data
Statistics from allele frequencies can be used to identify genetic 
trial participants [1]

Membership Inference
Presence of an individual in a group can be determined by using allele 
frequencies and his DNA profile [2] 
Against individuals contributing their microRNA expressions to 
scientific studies [3]

[1] R. Wang et al. “Learning Your Identity and Disease from Research Papers: Information Leaks in Genome Wide Association Study.” CCS, 2009  
[2] N. Homer et al. Resolving individuals contributing trace amounts of DNA to highly complex mixtures using high-density SNP genotyping 
microarrays. PLoS Genetics, 2008  
[3] M. Backes et al. Membership privacy in MicroRNA-based studies. CCS, 2016. �20



GA4GH Beacon Project

Main features:
Allows researchers to quickly query multiple database to find the sample 
they need; encourages cross-borders collaboration among researchers 
Only minimal responses back in order to mitigate privacy concerns
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Beacon 1

Beacon 2

Beacon 3

Response: no

Response: no

Response: yes

Researcher
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Response: yes, no, yes, …

Query1, Query2, Query3, …

Attacker
beacon

Shringarpure SS, Bustamante CD. Privacy risks from genomic data-
sharing beacons. The American Journal of Human Genetics. 2015 Nov 
5;97(5):631-46.
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Shringarpure-Bustamante’s Attack

The attack relies on the assumption that the adversary knows the set of 
variants (VCF file) of the target individual & the size of the beacon
The attack is based on a likelihood ratio test where the adversary 
repeatedly queries the beacon in order to re-identify the individual
Can be extremely dangerous if the beacon is associated with a sensitive 
phenotype (e.g., cancer)
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Some issues specific to genomes

Genome is treasure trove of sensitive information
Genome data cannot be revoked 
Genome is the ultimate identifier
Access to one’s genome ≈ access to relatives’ genome
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We all leave cells behind after all…
Hair/saliva can be collected and sequenced?

…scalability…

Are these “new” threats?
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Looking Ahead…

How do we overcome the “greater good” vs “privacy” dichotomy?

How do we empower users with informed decisions about their health 
and genomic data?

How do reason about ethical issues around relatives?
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Thank you!
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