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Privacy in Computer Science

Mostly defined as a set of information security properties...

Confidentiality: keeping a user’s data secret

Control: giving control to the individual about the use of their personal
information

Self-actualization: allowing the individual to use their information
environment to further their own aims



Taxonomy of Privacy Harms
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Example Privacy Harms (Solove)

A newspaper reports the name of a rape victim

Reporters deceitfully gain entry to a person’s home and secretly photograph and
record the person

New X-ray devices can see through people’s clothing, amounting to what some
call a “virtual strip-search”

The government uses a thermal sensor device to detect heat patterns in a
person’s home

A company markets a list of five million elderly incontinent women

Despite promising not to sell its members’ personal information to others, a
company does so anyway
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Two families of privacy technologies

Soft Privacy Technologies

Focus on compliance and “internal
controls”

Assumption: a third party is entrusted
with the user data

Threat model: third party is trusted to
process user data according to user
wishes

E.g.: Tunnel encryption (SSL/TLS)

“Keeping honest services safe from
insiders / employees”

George Danezis. Introduction to Privacy Technologies. 2018

Hard Privacy Technologies

Stronger focus on data minimization

Assumption: there exists no single
third party that may be trusted with
user data

Threat model: a service is in the hands of
the adversary; may be coerced; may be
hacked.

k-out-of-n honest third parties
E.g., Tor

May relay on service integrity if auditing is
possible



A Case Study: Genomic Testing



Cost Declines of Genome Sequencing

w==Historic Cost Per Genome ==Moore's Law Moore's Law Forecast “=“Historic Rate Forecast
$100,000,000

$10,000,000
$1.000,000
$100,000 |
$10,000
$1,000

$100

$10

$1
Jul-98 Apr-01 Jan04 Oct-06 Jul09 Apr-12 Dec-14 Sep-17 Jun-20 Mar-23

From: James Bannon, ARK



Cracking pace
Numbers of genomes sequenced

1,620,000

422,000
229,000

2014 2015 2016 2017 Source: Tumina

From: The Economist



How to read the genome?

"4

Genotyping

Testing for genetic
differences using a set
of markers

N\

Sequencing

Determining the full
nucleotide order of an
organism’s genome
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The First Child Saved By
DNA Sequencing

- Commaont Now - Follow Commaents
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'Angelina Jolie effect’ boosted genetic
testing rates, study suggests

Actor’s call for women to seek testing for breast and ovarian cancer
mutations raised screening rates but may not have reached those most
at risk
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'Angelina Jolie effect'’ Angelina Jolie gene testing for all?

By James Gal agher

teSting rates, Stlldy Sl Health and scierce car-espondent, BBC News

® 18 January 2018 H f w © [ <« Shae

Actor’s call for women to seek testing for t
mutations raised screening rates but may
atrisk

GETTY IMAGES

Testing all women for the "Angelina Jolle gene", even If not considered at
risk, would prevent cancers, save lives and is cost effective, say doctors. 12
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SkinGenie SpareRoom

Here is your
Personality Summary

Let's get personal

Your genetic housemate matches
&

vt

/.. Housemoate
Matchmaking

Welcome to the Vinome Wine Store.

Explore wires parfacth natched to vo

-

nutiria

\ Personalized Nutrition Coach
Powered by DNA
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SkinGenie SpareRoom

Here is your
Personality Summary

Nice genes, wanna date? This new dating
app uses your DNA to find matches

OKINGENIC
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ex1l.sam » No Selecticn

@HD VN:1.@ SC:coordinate

@SQ SN:seql LN:5000

@SQ SN:seq2 LN:5000

@C0 Example cf SAM/BAM file format.

B7_591:4:96:€93:509 73 seql 1
e e e DO i

EAS54_65:7:152:368:113 73 seql 3 99
<cecccccccPeccch5S<<T<<<:<<3/:<6): MF

EAS51_64:8:5:734:57 137 seql 5
ceccceccece] 1 Tlecer 1T <3 ) :3«B/5 MF

B7_591:1:289:587:906 137 seql 6 63
&—-—-l-—-)—)-)l'—-)--—.'+-')l..*D MF

EASS56_59:8:38:671:758 137 seql 9 99
NN AN N T T D% M

EASS56_61:6:1£:467:281 73 seql 13 99
<cecacas;<<<Bec<<<; B: ;6/686&; (16666 MF

EAS114_28:5:296:340:699 137 seql 13 99
<eaad) wde ) <) Cacads<<<<<i<B<3<B; <; <0}

B7_597:6:194:894:408 73 seql 15 99

<ceea<ada] <) <wa< <</ ; jaw<*, ; ;572< MF

EAS188_4:8:12:628:973 B9 seql 18 75
==;=i;i:0 = : == MF
EAS51_66:7:6£:402:50 137 seql 22 99

ccecadacececad <<<0<h;9; ;6697 ; 7&<55 MF
EAS114 30:6:298:115:564 137 seql 22 99
<edCaaddaadad ) << << << 5 MF
B7_591:3:188:662:155 73 seql 24 99
<eeCaas<ead<aacaea] j <a<daa+<<]1499]; 4
EASS56_59:2:225:608:201 73 seql 28 99
cceeccaccacec<Bica<;6<9;; +2++ (%59 (< MF
EAS51_66:7:328:397:316 73 seql 29 99
<eeeddc<acac<h=<cs) <<Sacc+<]5: "< ;4 MF
EASS51_64:5:257:960:6382 73 scql 31 75
< ) daCddCaCaacac<a<<<y; ; 9< MF
EAS54_61:4:143:69:5783 99 seql 36 98
===;=====48=844;=; +=5==457, 2+5&,5+5 MF

99 36M x © 0

99 35M x @ @

| ex1.sam

CACTAGTGGCTCATTGTAAATGTGTGGTTTAACTCG

MF:1:13 AQ:1:73 NM:1i:2 U0:1i:@ HO:i:1 H1:::0

35M = @ @ CTAGTGGCTCATTGTAAATGTGTGGTT AACTCGT
:1:18 AQ:1:66 NM:1:0 UQ:1i:0 HO:i:1 4H1:1i:0
AGTGGCTCATTGTAAATGTGTGGTTTAACTCGTCC
+1:18 Aqri:66 NM:1i:0 UQ:1:0 HO:i:1 41:i:0

36M = @ @  GTGGCTCATTGTAATTTTTTGTTTTAACTCTTCTCT
:1:130 AQ:1:63 NM:i:5 UQ:1i:38 HO:i:© H1:::90

35M = @ @  GCTCATTGTAAATGTGTGGTTTAACTCGTCCATGG
:1:18 AQ:1:72 NM:1:0 UQ:1i:0 ll@:i:1 11:1i:0

35M = @ @  ATTGTAAATGTGTGGTTTAACTCGTCCCTGGCCCA
:1:18 AQ:i:39 NM:i:1 UQ:i:5 HO:i:0 A4l:i:1

36M = @ @  ATTGTAAATGTGTGGTTTAACTCGTCCATGGCCCAG

MF:1:13 AQ:1:73 NM:1:9 UQ:1:@ H@O:1:1 H1i:1:9

35M = @ @ TGTAAATGTGTGGTTTAACTCGTCCAT GCCCAGC
:1:18 AqQ:i:43 NM:i:1 UQ:i:9 HO:i:0 A4l:i:1

35M = @ @  AAATGTGTGGTTTAACTCGTCCATGGCCCAGCATT
:1:64 AQ:i:@ NM:1:0 UQ:i:0 HO:i:1 41:1i:0

35M = @ @ GTGTGSTTTAACTCGTCCATGGCCCAGCATTTGGG
:1:18 AqQ:i:66 NM:1i:1 UQ:i:5 H@O:i:1 41:1i:0

35M = @ @  GTGTGSTTTAACTCGTCCATGGCCCAGCATTAGGG
:1:18 AQ:i1:72 NM:1:0 UQ:1i:0 HO:i:1 41:i:0

36M * @ @ GTGGTTTAACTCGTCCATGGCCCAGCATTAGGGAGC

MF:1:13 AgQ:1:71 NM:1i:2 UQ:1i:© HO:i:1 H1:.:9

35M = 0} 2 TTTAACTCGTCCATGGCCCAGCATTAGGGATCTGT
:1:18 AQ:1:58 NM:i:1 UQ:i:4 HO:i:1 41:i:0

35M = @ @  TTAACTCGTCCATGGCCCAGCATTAGGGAGCTGTG
:1:18 AQ:1:69 NM:1:0 UQ:1i:0 HO:i:1 41:1:0

35M = %) e AACTCCTCCATCCCCCACCATTACCCAGCTCTCCA
:1:64 AQ:1:0 NM:1:0 UQ:1i:0 HO:i:1 41:1:0

35M = 185 184 GTACATGGCCCAGCATTAGGGAGCTGTGGACCCCG
:1:18 AQ:1:35 NM:1i:2 UQ:1i:38 HO:1i:0 AH1:i:1
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But... not all data is
created equal!



Health Data Hacking



Health Data Hacking

Anthem Hacking Points to Security Vulnerability of Health Care Industry

By REED ABELSON and MATTHEW GOLDSTEIN FFR =, 2015 o o Q
[ T e lll' ‘

Ehe New Mork Simes gy Anthe "'-'a"" T
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Health Data Hacking

Anthem Hacking Points to Security Vulnerability of Health Care Industry

By REED ABELSON and MATTHEW GOLDSTEIN FFR 3, 2015 o o Q

@he New lork Eumes

Anthem: one of US largest health
Insurers

60 to 80 million unencrypted records stolen in the hack (revealed in
February 2015)

Social security numbers, birthdays, addresses, email and
employment information and income data for customers and
employees, including its own chief executive
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US Healthcare “Wall of Shame”

Around 2 declared breaches per week, each affecting 500+ people
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US Healthcare “Wall of Shame”

Around 2 declared breaches per week, each affecting 500+ people

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

A Wekome  File & Breach | HHS | Offio= For Civil Rights | Contact Us

U.S5. Departmaent of Health and Human Services
Offica for Civil Rights
Breach Portal: Notice to the Secretary of HHS Breach of Unsecured Protected Health Information

Breaches Affecting 500 or More Individuals
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peslec in 8 rew, more sccess bie format thal aliows users (o search and sort the poeled bresches, Addnonaly, the new Sommst ndudes beed summanes of the oresch cases that OCR has investigated
anc cloeed, a8 well 38 tha names of privia pracice proniders 'who have reporied breaches of unescunad protaciad haalih Information 1o he Sacretary. Tha folowlrg dreachas have baan raporad 10 the
Sacratany:
Show Advanced Oxtions
Breach Report Results M) o
Name of Covered Entity = State ¢ Covered Individuals -m Type of Breach Location of Breached Information
Entity Type Afected ¢  Submizsion
< Duin ~

O | Allanos Hesith Netanrcs, LLD ur Haahoas 47372 NZMa20'6 Hackrg'm Nerwn®k Sarve

Provider rradem
0 | Radiclogy Regonal Caetler, PA FL Hex these 403053 02122076 Loz PapenTims

Prosdder
0 | CataSta, Inc. M Duginasz 582 02122076 Unauthodzad Paper'Tims

Aszoinbe Accaan' Dias caun
(1] Washington State Haath Cara Autharty (HCA) WA Haath Pan 91187 nzoa2n1e UnaLthardzad Emsil

Arruss Disciosure

© | SCMJOHNESON, LLP NC Dusinuss acer2 020A2076 Thet Laptop
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De-Anonymization

425/2C13@C:47PM | 17,111 viewa

Harvard Professor Re-Identifies Anonymous
Volunteers In DNA Study

+ Comment Now  + Follow Comments

A Harvard professor has re-identified the
names of more than 40% of a sample of
anonymous participants in a high-profile
DNA study, highlighting the dangers that ever
greater amounts of personal data available in
the Internet era could unravel personal
secrets.

Aernard Prafessore Latanna
Sweeney

TFrom the onset, the Personal Genome Project,

h | rwv Twr T TN T ™ ~ ~

Melissa Gymrek et al. “Identifying Personal Genomes by
Surname Inference.” Science Vol. 339, No. 6117, 2013
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Aggregation

Re-identification of aggregated data

Statistics from allele frequencies can be used to identify genetic
trial participants [1]

Membership Inference

Presence of an individual in a group can be determined by using allele
frequencies and his DNA profile [2]

Against individuals contributing their microRNA expressions to
scientific studies [3]

[1] R. Wang et al. “Learning Your Identity and Disease from Research Papers: Information Leaks in Genome Wide Association Study.” CCS, 2009
[2] N. Homer et al. Resolving individuals contributing trace amounts of DNA to highly complex mixtures using high-density SNP genotyping

microarrays. PLoS Genetics, 2008
[3] M. Backes et al. Membership privacy in MicroRNA-based studies. CCS, 2016. 20



GA4GH Beacon Project

- Beacon 1

Researcher

Main features:

Allows researchers to quickly query multiple database to find the sample
they need; encourages cross-borders collaboration among researchers

Only minimal responses back in order to mitigate privacy concerns

21



Shringarpure-Bustamante’s Attack

Query,, Query,, Query,, ...

A 4

Response: yes, no, yes, ...

Shringarpure SS, Bustamante CD. Privacy risks from genomic data-
sharing beacons. The American Journal of Human Genetics. 2015 Nov
5;97(5):631-46.

beacon
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Shringarpure-Bustamante’s Attack

e

Is the target in the
beacon ?

Query,, Query,, Query,, ...

Response: yes, no, yes, ...

beacon

Shringarpure SS, Bustamante CD. Privacy risks from genomic data-
sharing beacons. The American Journal of Human Genetics. 2015 Nov
5;97(5):631-46.
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Shringarpure-Bustamante’s Attack

Is the target in the

beacon ?

=~ Query,, Query,, Query,, ...
T 4
* Response: yes, no, yes, ...

Shringarpure SS, Bustamante CD. Privacy risks from genomic data-
sharing beacons. The American Journal of Human Genetics. 2015 Nov
5;97(5):631-46.

beacon

The attack relies on the assumption that the adversary knows the set of
variants (VCF file) of the target individual & the size of the beacon
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Shringarpure-Bustamante’s Attack

A

beacon ?

Q Query,, Query,, Query,, ...
‘ Response: yes, no, yes, ...

Shringarpure SS, Bustamante CD. Privacy risks from genomic data-
sharing beacons. The American Journal of Human Genetics. 2015 Nov
5;97(5):631-46.

beacon

The attack relies on the assumption that the adversary knows the set of
variants (VCF file) of the target individual & the size of the beacon

The attack is based on a likelihood ratio test where the adversary
repeatedly queries the beacon in order to re-identify the individual
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Shringarpure-Bustamante’s Attack

beacon ?

o Query,, Query,, Query,, ...
w Response: yes, no, yes, ...

Shringarpure SS, Bustamante CD. Privacy risks from genomic data-
sharing beacons. The American Journal of Human Genetics. 2015 Nov
5;97(5):631-46.

beacon

The attack relies on the assumption that the adversary knows the set of
variants (VCF file) of the target individual & the size of the beacon

The attack is based on a likelihood ratio test where the adversary
repeatedly queries the beacon in order to re-identify the individual

Can be extremely dangerous if the beacon is associated with a sensitive
phenotype (e.g., cancer)
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Family Relationship Disclosure
Vox THEGOODS EXPLANERS POLTICS&POLICY WORLD CULTURE  SCIENCEGHEALTH  MORE -

With genetic testing, | gave my parents
the glft of dlvorce

e | Sep®, 20, 7B

f W [

MO
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Family Relationship Disclosure

Q@ Search r/23andme

1 @ reddit X r/23andme v

Posts

@ Join the discussion = BECOMEAREDDITOR
B Fosted by L/23andmethrowawey22 7 months aZo
112 How 23 and Me helped me find my birth father.
(copied from a Facebook post I wrote about this, after taking out identifying data)
Background: I'm 30, female, jus: took my 23 ard Me test ir November.
— [r——




Donor-conceived people are tracking down their
biological fathers, even if they want to hide

Thanks to DNA tests and the intarnet, 'anonymous' sperm donation is a thing of the
past

Emily Chung, Melanie Glanz, Vik Adhopia - CBC News -
Posted: Jan 25, 2018 5:00 AM EI | Last Updated: August 20

LOG IN
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© Deportations on the back of
consumer genetic tests worry
©  sclentists

BY BRIAN OWENS | 31 AUGUST 2018

0000 Q0

Canada’s border enforcement agency appears to be using genetic tests

N BE

and DNA ancestry sites to determine country of origin for would-be

deportees
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Some issues specific to genomes
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Genome is treasure trove of sensitive information
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Some issues specific to genomes

Genome is treasure trove of sensitive information
Genome data cannot be revoked

Genome is the ultimate identifier

Access to one’s genome = access to relatives’ genome
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Are these “new” threats?
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Are these “new” threats?

We all leave cells behind after all...
Hair/saliva can be collected and sequenced?
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Are these “new” threats?

We all leave cells behind after all...
Hair/saliva can be collected and sequenced?

...Scalability...
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Looking Ahead...

How do we overcome the “greater good” vs “privacy” dichotomy?

How do we empower users with informed decisions about their health
and genomic data?

How do reason about ethical issues around relatives?
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