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Outline

1. Hate on and “raids” from fringe communities like 4chan
[ICWSM 2017]

2. Influence of fringe communities on misinformation
[IMC 2017]

3. Misuse of Web archiving services [ICWSM 2018]

More work on online hate, cyberbullying, etc: 
https://encase.socialcomputing.eu/publications
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WARNING
CONTENT IN THIS TALK IS 

OFFENSIVE
AND UNCENSORED
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What is 4chan?

An image-board forum
Organized in boards (70 at the moment)

An “original poster” (OP) creates a new thread by making a post
Single image attached

Other users can reply:
With or without images, possibly add references to previous posts, quote text, etc. 
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What is 4chan?
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What is 4chan?
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Heard of 4chan?
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Why Do We Care About 4Chan?
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/pol/ – Politically Incorrect Board
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/pol/ – Politically Incorrect Board
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Extremely lax moderation

Volunteer “janitors” as well as ”admins”

Almost anything goes



In This Talk: Challenges of Measuring 4chan

1. Not your typical social network (anonymous/ephemeral)
2. Their actions not limited to 4chan, need to look at other

platforms to measure their impact
3. Knowing what they’re talking about is not easy
4. You get raided
5. You might get “redpilled”
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Anonymity & Ephemerality

Users do not need to register an account to participate
Anonymity is the default (and preferred) behavior

“Some” degree of permanence and identifiability is supported
Can enter a name along with their posts (no authentication though) 

Threads get “archived” after a while
Actually all posts deleted after a week
(More later)
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Datasets

Methodology:
Visit the “catalog”
Take a snapshot every 5 minutes 
Once a thread is pruned, retrieve full/final contents from archive

We’re still crawling…
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/pol/ /sp/ /int/ Total

Threads 217K 14.4K 24.9K 256K

Posts 8.3M 1.2M 1.4M 10.9M

June 30 to September 12, 2016



Ephemerality: The Bump System

Limit boards to N live threads

Threads ordered by MRU
A new post in a thread “bumps” it up 
to the top
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Geographic Distribution of Users

/pol/ users seems well distributed
Native English speaking countries most highly represented
Plenty of other countries really well represented too though!

4.64e−08 0.000506
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Are Flags Trustworthy?

Use spectral clustering of the topics that each country posts about

The clusters follow real world socio-political blocks

While flags are not perfect, they seem reasonable

Cluster Terms
1: trump, nigger, american, jew, women, latinos, spanish
2: turkey, coup, erdogan, muslim, syria, assad, kurd
3: russia, trump, war, jew, muslim, putin, nato
4: india, muslim, pakistan, women, trump, arab, islam
5: jew, israel, trump, black, nigger, christian, muslim
6: women, nigger, trump, german, america, western, asian
7: trump, women, muslim, nigger, jew, german, eu, immigr
8: trump, white, black, hillari, nigger, jew, women, american
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Hate Speech?

Crowdsourced dictionary
Manually filtered a bit

/pol/ by far most
hate speech use

/pol/      12%
/sp/       7.3%
/int/       6.3%
Twitter  2.2%

or ?
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Raids

Attempts to disrupt another site
Not a DDoS
Disrupts community that calls service home, not the service itself
Raids are a favorite past time on 4chan

“Pool’s closed!”

Have become less “funny” and more “scary” lately
It’s a socio-technical problem
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YouTube Raids

Someone posts a YouTube link
Maybe with a prompt like “you know what to do”

Thread is an aggregation point for raiders
E.g., “Hah! I called that person a nigger!”

If raid is taking place:
Peak in YouTube comments while thread alive?
/pol/ thread and YT comments synchronized?
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Raids
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Activity Peaks

23

�2 �1 0 1 2

0

1

2

3

normalized time

%

14% of videos see peak 
commenting activity during 

/pol/ thread lifetime

YT videos with peaks 
during 4chan thread

Determined via PDF of 
commenting timeseries



Synchronization
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Validation
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Outline

1. Hate on and “raids” from fringe communities like 4chan
[ICWSM 2017]

2. Influence of fringe communities on misinformation
[IMC 2017]

3. Misuse of Web archiving services
[ICWSM 2018]
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Can We Quantify How Rest of Web is Affected?

29



The Information Ecosystem

30



4chan à Twitter

31



Reddit à Twitter

32



The Pizzagate Conspiracy Theory

Data 
Provider

Theory 
Generator

Theory Incubators & Gateway 
to mainstream “world”

Large-scale 
Disseminator33



Oh Hey… It’s 4chan Again…

34



Idea…

Study the appearance of alternative and mainstream news URLs 
within the platforms

Build a sequence of appearance for each URL according to the 
timestamps

Build a graph with the sequences
35



The Data

99 mainstream and alternative (“fake”) news sources

Platform Posts/Comments Alternative URLs Mainstream 
URLs

Twitter 486K 42K 236K

Reddit 
(six selected subreddits)

620K 40K 301K

4chan (/pol/) 90K 9K 40K

36



Here’s What The Graph Looks Like

foxnews.com

Twitter
forbes.com

thehill.com

huffingtonpost.com

reuters.com

6 subreddits

theguardian.com

cnn.com
nytimes.com

/pol/
cbc.ca

bbc.com

Twitter

redflagnews.com

6 subreddits

naturalnews.com

veteranstoday.com
beforeitsnews.com

infowars.com

clickhole.com

therealstrategy.com
activistpost.com

/pol/
dcclothesline.com

breitbart.com

Mainstream News 
Sources

Alternative News 
Sources 37



Quantify Influence? Hawkes Processes!

Assume K processes 
Each with a rate of events (i.e., posting of a URL), called the background rate

An event can cause impulse responses in other processes
Increases the rates of other processes for a period of time

Enables us to be confident about the number of events caused by 
another event on the source process (weight)

Reveals causal relationships

38



Hawkes Processes Example

Reddit

Twitter

/pol/

1

2

3

4

5 6

7
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For Our Purposes…

Hawkes model with 8 processes
One for each platform/community
Distinct model for each URL

Fit each model with Gibbs sampling

Calculate the percentage of events created because of events 
happened in each of the other processes

40



What Communities Influence Each Other?

Twitter top influencers for alternative 
URLs 

o /r/The_Donald (2.72%)
o /pol/ (1.96%)
o /r/politics (1.1%)

Twitter top influencers for mainstream 
URLs

o /r/politics (4.29%)
o /pol/ (3.01%)
o /r/The_Donald (2.97%)

41



What Communities Influence Each Other?

42

These seemingly tiny Web 
communities can really punch 

above their weight class 
when it comes to influencing 

the greater Web



Outline

1. Hate on and “raids” from fringe communities like 4chan
[ICWSM 2017]

2. Influence of fringe communities on misinformation
[IMC 2017]

3. Misuse of Web archiving services
[ICWSM 2018]
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Web archiving

Archive.is
On-demand archiving service
Generates 5-character archive URLs

E.g., www.google.de becomes archive.is/HVbU

Wayback Machine
Works mainly through a proactive crawler
Supports also on-demand archival

E.g., www.google.com becomes 
https://web.archive.org/web/20100205062719/http://www.google.com/

44

http://www.google.de/
http://archive.is/HVbU
http://www.google.com/
https://web.archive.org/web/20100205062719/http:/www.google.com/


How do Web archiving services work?

UserBot Archiving Service Source

1. Source URL 2. Obtain 
URL’s Source

3. Store frozen copy

4. Archive
URL

A. Archival 

B. Retrieval

User Archiving  Service

1. Archive URL
2. Frozen copy

Bot Source
45



How do Web archiving services work?

UserBot Archiving Service
Source

1. Source URL 2. Obtain 
URL’s Source

3. Store frozen copy

4. Archive
URL

A. Archival 

B. Retrieval

User Archiving Service

1. Archive URL
2. Frozen copy

Bot Source

Content Persistence
(Source not involved in 

retrieval)

(Possibly) Source URL 
obfuscation 

Source changes?
¯\_(�)_/¯

“Right to be 
forgotten”? 

46



Research Questions

1. What kind of content get archived, by whom, and why?

2. How are archive URLs disseminated on the Web? 

3. Are archiving services misused?

47



Datasets
1. Live Feed archive.is dataset 

2. Archive.is and Wayback Machine URLs posted on Reddit, 
/pol/, Gab, Twitter

platform Archive 
URLs

Source 
URLs

Source 
Domains

Live Feed Archive.is 21M 20.6M 5.3M
Reddit Archive.is 310K 291K 15.9K

Wayback 387K 343K 21K
/pol/ Archive.is 36K 33K 3.9K

Wayback 2K 2K 0.9K
Gab Archive.is 5.9K 5.7K 1.3K

Wayback 0.3K 0.3K 0.2K
Twitter Archive.is 3.7K 3.6K 0.8K

Wayback 1.2K 1.2K 0.8K



What kind of content gets archived?  

Get categories for 
domains using Virus 
Total API 

Live feed dataset has 
5.3M domains

Select top 100K domains 
for categorization



What kind of content gets archived? (OSNs)

OSN posts among the top two categories in all 
Web Communities

News among the top five categories in all 
Web Communities



Platform-specific censorship

Some domains exclusively shared via archiving services. Why? 

8chan and Facebook considered spam (rejected) on /pol/

Users utilize archive.is to circumvent this platform-specific censorship

Evidence of accidental news source censorship because of substitution filters 
(used for fun)

smh becomes baka (smh.com.au becomes baka.com.au)
51



Original content availability

platform % of
unavailable URLs

Reddit Archive.is 7%
Wayback 11%

/pol/ Archive.is 18%
Wayback 34%

Gab Archive.is 13%
Wayback 52%

Twitter Archive.is 24%
Wayback 51%

52



Who is archiving URLs? Reddit

31% and 82% of archive.is and Wayback Machine URLs, 
resp., are posted by “SnapshillBot”

44% of archive.is URLs are shared by bots, 85% for 
Wayback Machine

à Content persistence within subreddits?

53



Speaking of subreddits…..

Trump

Drama

Politics

Politics

Conspiracies

Trump

Gaming
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Ad-Revenue Deprivation

55



News “Censorship”

13K submissions removed from The_Donald
subreddit

In total 23 “anti-Trump” news sources censored

News Source # of submissions 
removed

Percentage

washightonpost.com 3.8K 44%
cnn.com 3.3K 40%
nydailynews.com 1.0K 46%
huffingtonpost.com 0.9K 43%
nationalreview.com 0.7K 45%
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Thank you!
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